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MESSAGE FROM COMMSOFT TC CHAIR 

 
 
The Technical Committee on Communications Software (TC-COMMSOFT) examines 
methods and techniques devoted to advancement of the formal methods and tools, use of 
system analysis and design, methodology for development of communications protocols as 
well as application of general Software Engineering approaches for the purpose of 
development of communications applications. The issues addressed by the TC-COMMSOFT 
include domain-specific languages and practices of using them. Developing of "middleware" 
between networks and applications and the usefulness and usability of it is also a topic. 
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Opportunistic networks are a subclass of Delay Tolerant Networks (DTN) [1] 
where, most of the time, there does not exist an end-to-end path from the 
source to the destination. In Opportunistic networks, data transmission adopts 
the “store-carry-forward” mode. There are already many laboratory-level 
applications of opportunity networks, such as ZebraNet [2], CarTel [3], and 
PSN (pocket switched network). With the proliferation and increasing 
capabilities of hand-held and vehicle-mounted devices, pundits have predicted 
that a number of mobile applications will eventually be fielded, ranging from 
mobile advertisement, traffic information collection and disaster relief to 
military operations. 
 
With the increase of the number of vehiches with short distance wireless 
interfaces, vehicle-based opportunistic networks (Fig.1) come into being 
gradually. It has great application potential in  traffic safety, such as traffic 
accident warning, road condition detection and traffic jam forecast. Based on 
vehicle-mounted sensors, MIT developed a system called CarTel [3] for 
information collection and distribution.  
 

 
Figure 1 : Opportunistic networking based on buses. 

Our system aims at transmitting data and acquiring information through 
opportunistic networks consisting of mobile devices, building a Metropolis 
Oriented Opportunistic Network System (MOONet). The system is a three-
layer architecture consisting of sensor nodes on the first layer, bus mounted 
nodes on the middle layer and gateway nodes connected to Internet on the top 
layer. With regard to the hardware of the system, there are data collecting 
nodes developed by ourself, information publishing nodes, BIT (Bus-based 
Information Transceiver) nodes, gateway nodes, and data server. To tackle the 
problem of the short encountering time between vehicles, we analyzed and 
optimized the process of AP (Access Point) scanning, connection 
establishment and handoff mechanisms of WiFi interface, shortened the time 
of establishing WiFi connections between vehicles. Meanwhile, we proposed 
a rate adaptive algorithm based on prediction of vehicle movement, which can 
significantly improve the data transmission in MOONet.   
 
MOONet is composed of three layers: the first layer, as the information source 
or utilizer, includes cell-phones, PDAs, information publishing devices and 
information collecting devices, such as environment monitoring sensors; the 
middle layer is equipped with BIT. Installed with Global Position System 
(GPS) modules, BIT devices move with buses in pre-designed lines; the top 
layer consists of gateways (APs), which are deployed at some fixed locations 
in cities. The gateway is connected to Internet by wired connection. These 
three layers build an ad-hoc, ubiquitous and heterogeneous opportunistic 
network, where the middle layer is the backbone network. Fig. 2 presents the 
three-layer structure. 
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Figure 2 : Three-layer structure of MOONet. 
 



We implemented the MOONet prototype system and deployed it on campus. 
We emulated the movement of buses by making a bus running in “stop-move” 
mode around our campus. We installed BIT nodes on the bus, and deployed 
gateway nodes in teaching buildings and libraries beside the roads which have 
Internet access. At the same time, we deployed information publishing nodes 
in dining halls, supermarkets and hospital, and deployed some sensors at the 
sports ground. The data servers have Internet access, are used to emulate the 
hosts that store collected data and send announcement messages over the 
Internet. Fig. 3 shows the main devices consists of MOONet. 
 

 
Figure 1 : Devices of MOONet. 

 
The optimization of the AP scan and connection process includes two parts: 
optimizing scanning parameters and simplifying scanning process.  
 
Scanning parameter optimization. There are 11 channels for the WiFi 
system and at least 1,100 milliseconds are needed to scan all the channels in 
the passive mode. Survey [4] showed that 83% of users only open Channel 1, 
6 and 11 for WiFi deployment. AP scanning time can be greatly shortened if 
users only scan those three channels.  
 
Scanning process simplification. In order to simplify the scanning process, 
we improve the interactive process of the WiFi connection. By adjusting 
parameters of AP driver layer, WiFi driver can connect APs directly right after 
finishing scanning, reducing the interaction process. We also modified the 
notification method of the driver by creating a file node wifistatus through 
proc file system of Linux. Applications can obtain the current WiFi status by 
looking at the value of wifistatus. This will significantly reduce time 
consumption of the system.  
 

We can see from Fig. 4 that after our optimization, the total connection-
establishing time is decreased from 2850ms to 950ms. The improvement 
satisfies the requirements for WiFi connection establishment in VANET 
(Vehicular Ad-Hoc Network). Moreover, we also proposed a WiFi rate 
adaptive algorithm based on predicting the distance between AP and vehicle-
mounted WiFi devices. 
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Figure 1 : Optimization of AP connection process. 

 
Targeting the deployment of opportunistic networks based buses; this paper 
proposed MOONet, a three-layer architecture for data collection and 
distribution based opportunistic networking, and optimized the WiFi 
connection-establishing process. With the increasingly widespread distribution 
of open APs and the increase of vehicle-mounted WiFi devices, MOONet will 
have great potential deployment in cities in the near future. 
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Abstract—In this paper, focusing on designing a comprehensive sleep 
scheduling scheme in wireless sensor network (WSN), we review the recently 
proposed four novel types of connected-k neighborhood (CKN) based sleep 
scheduling schemes: GSS (geographic routing oriented sleep scheduling), 
GCKN (geographic distance based CKN), SECKN (secured energy-aware 
CKN), EC-CKN (energy-consumption based CKN). Based on the analytical 
reviews, we further propose a data content oriented sleep scheduling (DSS) 
scheme and summarize CKN based sleep scheduling schemes. 
Index Terms—Sleep scheduling; WSN; CKN; Duty-cycle  
 
1 Review of CKN Based Sleep Scheduling Schemes 
In [1], Nath et al. propose a connected-k neighborhood (CKN) sleep 
scheduling scheme to generate a favorable duty-cycled wireless sensor 
network (WSN) for geographic routing and the focus of CKN is to allow only 
a portion of sensor nodes to be awake to save energy consumption while the 
global network is still connected by those awake nodes. As the CKN 
pseudocode shown above, a random rank is picked by every node in CKN 
(Step 1 of CKN) and the asleep or awake status of every node is determined 
locally by itself based on the number and connectivity state of its currently 
awake neighbor nodes (Step 6 of CKN). Moreover, as shown in Fig. 1, at least 
some certain number (k) awake neighbors will be kept for every node after 
running CKN and the asleep nodes in the sensor network could be decreased 
by increasing the value of k in CKN. 
Based on these desirable features of CKN, there are four novel types of CKN 
based sleep scheduling schemes designed recently: GSS (geographic routing 
oriented sleep scheduling) [2], GCKN (geographic distance based CKN) [3], 
SECKN (secured energy-aware CKN) [4], EC-CKN (energy-consumption 

based CKN) [5]. 
 

 
Fig. 1. One example of a CKN based WSN with different k. There are total 500 nodes and the 
k in CKN is 1, 2, 4, 8 in (a) (b) (c) (d), respectively. The red node is the source node and the 
green node is the sink node. The black nodes are asleep nodes and the blue nodes are awake 
nodes. The line between two nodes means they are neighbors. When the k in CKN increases, 

the number of asleep nodes decreases. 
 

 
 
Specially, the focus of GSS is to shorten the length of the first transmission 
path explored by TPGF (Two-phase geographic greedy forwarding) [6] in a 
CKN based WSN. To achieve this goal, as the pseudocode of GSS shown 
above, it considers the CKN requirement and geographic routing requirement 
1 (i.e., the geographic routing requirement that sensor nodes will choose the 
neighbor node which is closest to the sink among all neighbor nodes to 
transmit data). Then it makes the potential nearest neighbor nodes to sink 



continue to be awake (Step 6 of second part of GSS), even though the original 
CKN (the pseudocode without the underline) already determines the node to 
be asleep. 
 

 
 

 
 
In terms of GCKN, the attention is to reduce the transmission paths searched 
by TPGF in a CKN sleep scheduled WSN, when there is a mobile sink. For 
performing this aim, GCKN incorporates both the CKN requirement and 
geographic routing requirement 2 (i.e., there should be as more as possible 
closer neighbor nodes to the sink for each node so as to make geographic 
routing obtain more available nodes when the sink is mobile). Based on these 
two requirements, GCKN further first chooses the graphic distance between 
the node and the sink granku for each node (Step 1 of GCKN). Futhermore, 
the subset Cu of u's currently awake neighbors having grankv<granku will be 
calculated (Step 5 of GCKN). 

 

 
 
Regarding SECKN, it researches the issue that there could be potential insider 
attacks which may seriously affect or even destroy proper sleep scheduling 
operations and properties for WSN. Particularly, as the SECKN pseudocode 
shows, it applies the location-based key (LBK) management scheme [7] 
(including pairing key generation, neighbor node authentication and shared-
key establishment) into CKN. During sleep scheduling, SECKN could secure 
the neighborhood by authenticating neighborhood identity. Also, it is capable 
of preventing some insider attacks (e.g., Sybil attack [8], Identity replication 



attack [9], Sinkhole attack [10]) by utilizing location-based keys. 
 

 
 
With respect to EC-CKN, it take accounts of the network lifetime of the 
resultant duty-cycled WSN and tries to offer a network lifetime prolonged 
duty-cycled WSN when designing sleep scheduling scheme. Specially, it 
studies the fact that the residual energy owned by the awake nodes determined 
by the sleep scheduling scheme should be more than that of the asleep nodes 
determined by the algorithm (Step 1, Step 5 and Step 6 of pseudocode of EC-
CKN). Or else, the sleep scheduled WSN will not last long since some low 
energy reserved awake nodes will run out of energy very soon. 
However, all above CKN based sleep scheduling schemes overlook one 
significant fact that the resultant sleep scheduled WSN may actually not be 
able to transmit the data which indicates the physical or environmental 
changes (e.g., temperature change, humidity change) in real time. The reason 
is that some sensors may collect a large data change (e.g., temperature change) 
but the sleep scheduling process does not consider the data content of the 
sensors. Although the asleep or awake status of a node cannot be always 
unchanged, these sensors which gather warning data (e.g., highest temperature) 
may be asleep for several epoches. When they have the opportunity to be 
awake to transmit their data, maybe the disaster (e.g., forest fire) is already 
impossible to be deal with. 
 
 
2 Proposed data content oriented sleep scheduling (DSS) scheme 
To solve the issue of the current CKN based sleep scheduling schemes, we 
further propose a data content oriented sleep scheduling (DSS) scheme. And 
the CKN requirement and the data content requirement are incorporated when 
designing the new DSS scheme. Particularly, we take account of the following 
four design elements: (1) a node should go to sleep assuming that at least k of 

its neighbors will remain awake so as to save energy consumption and keep it 
k-connected; (2) the outcome of the asleep or awake status of nodes should be 
capable of changing over epoches to make sure that all nodes own the 
opportunity to be asleep. This can avoid making any node always be awake, 
and the whole network lifetime are prolonged. (3) despite the fact that each 
node decides to be asleep or awake locally, the whole network should be 
globally connected so that data transmission can be conducted; (4) the sensor 
with more data scope should be awake so that these potential more important 
data indicating environmental changes can be transmitted. 
The pseudocode of DSS is shown below. Specially, for each node u, the scope 
of the gathered data is obtained (Step 1 of DSS) and the subset Cu of u's 
currently awake neighbors having Drank>Dranku is calculated (Step 5 of 
DSS). Before u can go to sleep, it has to make sure that (1) all sensor nodes in 
Cu are connected by nodes with Drank>Dranku (2) each of its neighbors owns 
at least k neighbors from Cu (Step 6 of DSS). The last design element of DSS 
is the extra factor and also unconsidered factor in contrast with the design 
factors of the previously proposed sleep scheduling schemes. 
 

 
 
 
3 Summary of CKN based sleep scheduling schemes 
Connected-k neighborhood (CKN) based sleep scheduling schemes have a 
natural advantage of fulfilling the favorable characteristics of CKN. Based on 
the above analysis of all CKN based sleep scheduling schemes, as Table I 
shows, we can actually further observe that current CKN based sleep 
scheduling schemes focus on the following four aspects: 1) data content (by 
DSS) 2) data transmission path of TPGF (by GSS and GCKN) 3) sensor 
energy (by EC-CKN) 4) sensor security (by SECKN). DSS, GSS and GCKN 
pay particular attention to the data aspect, while EC-CKN and SECKN 



concern the sensor itself. Moreover, GSS and GCKN are geographic routing 
oriented sleep scheduling schemes whereas others are not. In addition, GCKN 
is the only sleep scheduling scheme considering the mobility of the sink.  
To propose a comprehensive sleep scheduling scheme for wireless sensor 
network (WSN) to fully take advantage of duty-cycle to save energy 
consumption, these four elements (i.e., data content, data transmission path, 
sensor energy and sensory security) are all crucial. While it may be difficult to 
consider all four factors to design a sleep scheduling algorithm since WSN is 
application specific, hybrid sleep scheduling schemes may be worth a try. 
 

Table I. Comparison of CKN based sleep scheduling schemes 
Scheme Focus Geographic routing  

oriented 
Sink mobility  
considered 

DSS Data content No No 
GSS Data transmission path Yes No 

GCKN Data transmission path Yes Yes 

EC-CKN Sensor energy No No 
SECKN Sensor security No No 
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Indoor localization is of great importance for a range of pervasive applications, 
attracting many research efforts in the past fifteen years.  Most indoor 
localization algorithms are Received Signal Strength (RSS)-based, in which 
RSS signatures of an interested area are annotated with their real recorded 
locations.  However, according to our experiments, RSS signatures are not 
suitable as the unique annotations (like Fingerprints) of recorded locations.  In 
this study, we investigate the characteristics of RSS first (e.g., how the RSS 
change as time goes on and between neighboring positions?).  Then with user 
motions, we use novel sensors integrated in smartphones to construct the radio 
map of a floor plan as prior information.  On this basis, we design LuPI, an 
indoor localization algorithm.  LuPI exploits the characteristics of RSS.  The 
deployment of LuPI is easy and rapid since little human intervention is needed. 
In LuPI, the calibration of radio map is crowd-sourced, automatic and 
scheduled.  Experimental results show that LuPI achieves comparable location 
accuracy to previous approaches, even without the statistical information of 
site survey. 
 
The last ten years could rightly be coined the decade of smart connected 
devices.  In 2011, 494 million devices were sold [1]. 
Moreover, the popularity of mobile and pervasive computing stimulates 
extensive research on wireless indoor localization.  Based on the potential 
functionality of these sensor-embedded mobile devices, many solutions are 
introduced to provide room-level location-based services, for example, 
locating a person or a printer in an office building.  Even, data collection from 
mobile phones can be used to uncover regular rules and structure in behavior 
of both individuals and crowds. 
In this paper we utilize the Received Signal Strength (RSS) and the sensor-
based pedometer of smartphone to build a RSS variation space as prior 
information, first.  Then based on this prior information, we can estimate the 
location of a mobile node. 

RSS can be easily obtained from most off-the-shelf wireless network 
equipments (such as WiFi- or ZigBee-compatible devices) [2].  However the 
obtaining of RSS as a database to support indoor localization (e.g., RSS 
fingerprint space) is time-consuming and labor-intensive.  Moreover RSS 
database is vulnerable due to environmental dynamics (Fig. 1).  These 
weaknesses are inevitable for RSS-based approaches.  For mitigating the 
influence of environmental changes on RSS absolute values, we use the 
relative change of RSS related to WiFi- or ZigBee-compatible devices. 
 

 
Figure 1: The Instability of RSS Values 

 
Nowadays mobile phones possess powerful computation and communication 
capability, and are equipped with various functional built-in sensors.  Along 
with the carrying of users is round-the-clock, mobile phones can be seen as an 
important information interface between users and environments.  These 
advances are solid foundations of breakthrough technology for indoor 
localization.  The pedometer is based on accelerometer which embedded in a 
smartphone.  The pedometer can be used to record the number of footsteps, 
which can be accurately measured by smartphones nowadays, with respect to 
the displacement and directions of users’ movements. 
In this study, we propose LuPI (Locating using Prior Information), a wireless 
indoor localization algorithm.  The key idea of LuPI is that human motions 
can be distinguished and recorded by radio information (e.g., RSS deviation) 
and pedometer.  LuPI requires no prior knowledge of Access Point (AP) 
locations which are often unavailable in commercial or office buildings where 



APs are installed by different organizations.  In addition, accessing these APs 
by password is also unnecessary. 
To estimate the performance of LuPI, we deploy a prototype system and 
conduct extensive experiments in a middle-size building (Fig. 2).  Experiment 
results show that LuPI achieves comparable location accuracy to previous 
approaches, even without the statistical information of site survey. 
 

 
Figure 2: Middle-size Building. 

 
Many techniques have been proposed for indoor localization during the past 
two decades.  Generally, they fall into two categories: fingerprinting-based 
and model-based. 
The main idea of fingerprinting-based approaches is to collect the surrounding 
radio signatures at every location in the interested areas and then build a 
fingerprint database.  The location is then estimated by mapping the measured 
fingerprints of database.  All these approaches require site survey over 
interested areas to build a fingerprint database.  In addition to the inflexibility 
to environment dynamics, the manual cost is considerable. 
Model-based approaches trade the time-consuming measurement efforts (for 
increasing localization accuracy) with geometrical models.  For several 
approaches based on AP locations and radio propagation models, the average 
localization error is greater than 5 meters [3]. 
 
Locating Using Prior Information (LuPI) 
LuPI uses the RSS variation space as prior information.  Based on the path 
attenuation effect (Fig. 3) the RSS variation space is built. 

 
Figure 3: Path Attenuation Effect: RSS decreases along with the increase of 

the distance between the WiFi Router 1 and the mobile node. 
 
The steps of LuPI are shown as follows. 
Input: One hundred RSS sets from three different WiFi Routers at each step, 

1 1 2 3 2 100[ ( , , ), ,..., ]RSS rss rss rss RSS RSS=  
Step 1: Build the RSS variation space: (1) Partition all RSS sets into k clusters 
in which each set belongs to the cluster with the nearest mean, using the k-
means clustering, where the k is the number of steps.  Moreover the cluster 
center can be obtained for each step.  (2) Calculate the distance matrix 

[ ]ij k kD d ×= .  The element of matrix D is the Euclidean distance between cluster 
centers, e.g., the 

12d is the RSS set Euclidean distance between the step 1 and 
the step 2.  (3) Calculate the relative coordinate matrix Y concerning all steps, 
using Multidimensional Scaling (MDS) algorithm [4], based on the distance 
matrix D.  (4) Accumulate coordinates and construct the RSS variation space.  
The elements of matrix D and Y form the RSS variation space. 
Step 2: Locate a mobile node using the RSS variation space.  (1) Add the 
current RSS set of mobile node to the RSS variation space as a new element, 
and update the distance matrix D.  (2) According to the new distance matrix, 
the new relative coordinate matrix Y can be calculated.  The mobile node can 
be located with a relative coordinate in the RSS variation space. 
Output: The location of a mobile node. 
 
Performance Evaluation 
We develop the prototype of LuPI on the increasingly popular Android OS 
which supports WiFi and accelerometer sensors.  We conduct the experiment 
on the second floor of a typical academic building and two laboratories of the 



building (Fig. 4).  Three APs are installed, without location information. 
 

 
Figure 4: Two laboratories Deployed the Prototype System based on LuPI 

 
We sample the experiment area every two grids as a step (0.6m×0.6m for one 
grid).  Only three volunteers are needed in the experiment.  LuPI records the 
pedometer readings (how many steps) to count the walking distance, and at 
the same time LuPI picks up RSS values along the walking path. 
We implement LiFS [5], and compare its performance with LuPI on the same 
experiment data.  The average localization errors of LuIP are 1.39356 meters 
and 1.88574 meters for two laboratories, respectively, which are smaller than 
LiFS (5.88 meters).  Even in the corridor the performance of LuPI is 
comparable to the state-of-the-art model-based approaches (larger than 5 
meters) reported in [3], and outperforms EZ (larger than 7 meters) [6]. 
We estimate 248 localization queries on LuPI.  For the big room we integrate 
all the localization results, as shown in Fig. 5. 
 

 
Figure 5: CDF of Localization Error in the Big Room 

The integrated localization result for the small room is shown in Fig. 6. 
 

 
Figure 6: CDF of Localization Error in the Small Room 

 
Fig. 7 shows the CDF (Cumulative Distribution Function) of localization error 
for the corridor. 
 

 
Figure 7: CDF of Localization Error in the Corridor 

 
As shown in the Fig. 5, for the room, the localization error of 100% queries is 
under 7.2 meters while about 90% is under 4.8 meters.  For the corridor 
localization error (Fig. 7): 69% queries is under 6 meters.  The accuracy of 
LuIP is impressive, as LuIP needs no site survey and no specific infrastructure. 
 



Conclusion 
The average localization error is 5.91996 meters in the corridor, the average 
localization error is 1.39356 meters in the big room, and the average 
localization error is 1.88574 meters in the small room.  So the localization 
accuracy of LuPI is room-level.  Moreover, the localization errors of 50% 
localization queries are less than 2.4 meters in the corridor, and the 
localization errors of 90% localization queries are less than 4.8 meters in the 
big room, and the localization errors of 50% localization queries are less than 
1.2 meters in the small room. 
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In order to improve the efficient and simple the steps of generation an image 
hashing, a security and robustness image hashing algorithm based on Slant 
transform(ST) is proposed in this paper. By employing coefficients of Slant 
transform, a robust hashing sequence is obtained by preprocessing, feature 
extracting and post processing. The security of proposed algorithm is totally 
depended on the user-key which are saved as secret keys. For illustration, 
several benchmark images are utilized to show the feasibility of the image 
hashing algorithm. Experimental results show that the proposed scheme is 
robust against perceptually acceptable modifications to the image such as 
JPEG compression, mid-filtering, and rotation. Therefore, the scheme 
proposed in this paper is suitable for image authentication, content-based 
image retrieval and digital watermarking, etc. 
 
With the rapid development of information-communication and personal 
computers, copyright protection of digital media as image, video and audio 
becomes a more and more important issue. Image hash as one of content-
based image authentication techniques has become an important research topic 
recently. An image hash function maps an image to a short binary string based 
on the image’s appearance to the human eye, so it can be used in 
authentication, content-based image retrieval and digital watermarking. 
 
Security and robustness are two important requirements for image hash 
functions. By security, it means that one image should have different function 
values according to the different applications. By robustness, it means that the 
hash function should keep invariable by common image processing operations 
such as additive noise, filtering, compression, etc. The underlying techniques 
for constructing image hashes can roughly be classified into property-based, 
such as statistics; interaction relation of transform field decomposition 

coefficients; vision-based feature points, etc; and content-based, such as 
transform field significantly coefficients. Typical case of property-based 
image hash is proposed by Venkatesan et. al [1]., which gets statistics by 
using decomposition coefficients of discrete wavelet transform (DWT). A 
relation-based technique generates a hash sequence by employing invariant 
relation of image blocks, which is expect robust to JEPG compression. For 
sensitive to geometric attacks, the vision-based image hash is inefficacy under 
common image processing. On the contrary, the content-based algorithm for 
its super robustness performance became more and more popular, but an 
expensive search is needed to handle manipulations.  
 
Researchers have recently shown an increased interest in Slant transform (ST) 
and acquired achievements. [2-5]. In this paper, an image hashing algorithm 
based on ST is proposed for certain application. The scheme extracts a robust 
feature vector to generate a content-based hash sequence, which includes 
three-step preprocessing, feature generation and post processing. To improve 
the security of the proposed scheme, the user-keys are used as the encryption 
keys. Experimental results show that the proposed scheme is robust against 
common image processing.  
 
The concept of an orthogonal transformation containing Slant basis vector was 
introduced by Enomoto and Shibata [6]. The Slant vector is a discrete saw 
tooth waveform decreasing in uniform steps over its length. It has been seen 
that Slant vectors are suitable for efficiently representing gradual brightness 
change in a face image line. 
Slant Matrix Construction: 
If S(n) denotes the NN × Slant matrix(N=2n),then 

1 11(1)
1 12

S ⎡ ⎤
= ⎢ ⎥−⎣ ⎦

 (1) 

The Slant matrix for N=4 can be written as 
1 1 1 1

1(2)
1 1 1 14
a b a b a b a b

S

a b a b a b a b

⎡ ⎤
⎢ ⎥+ − − + − −⎢ ⎥=
⎢ ⎥− −
⎢ ⎥
− − − + − +⎣ ⎦
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where a and b are real constants to be determined subject to the following 
conditions: 
(1) step size must be uniform 



(2) S(2) must be orthogonal 
The properties of Slant transform are as follows: 
(1) The Slant transform is real and orthonormal 

* 1, tS S S S−= =  (3) 
(2) It is a fast algorithm reducing the complexity to )log( 2 NNO  for 

1×N vector 
(3) It is very good in energy compaction for facial images. Very few 
coefficients are sufficient for recognizing the stored image of face in database. 
The above Slant matrices are used to define the ST as 

( ) ( ) ( )xD n S n X n=  (4) 
where 

'( ) [ (0) (1) ( 1)]x x x xD n D D D N= −L  (5) 
'( ) [ (0) (1) ( 1)]X n X X X N= −L  (6) 

S(n) is NN × Slant Matrix. 
 
For analysis the performance of Slant transform in image hashing algorithm. 
An image hashing algorithm based on Slant transform is proposed in this 
paper. The image hash scheme can be constructed by preprocessing, 
extracting and post processing appropriate image features. In order to improve 

the property of feature extracting, the preprocessing of image is always used. 
The common image preprocessing includes applying a low-pass filter, 
rescaling, or adjusting the components of image, and so on. But in this paper, 
for analysis the performance of Slant transform, all the processing of image 
seemed as attacks to original image. To achieve robustness, security, and 
compactness, the feature extraction is the most important stage of constructing 
an image hash. A robust image feature extraction scheme should withstand 
various image processing that does not alter the semantic content. Various 
image hashing schemes mainly differ in the way randomized features and 
extracted. For post-processing, the aim is compression the length of hash 
sequence and without less the magnitude feature.  
 
The framework of proposed hashing algorithm is shown in Fig.1, which 
includes the following steps: 
Block image: block original image to n×n sub-images. For example, the 
blocks size is 8×8. 
Slant transform: using the Slant transform to every block images. 
Feature extraction: selected the middle-frequency coefficients by user-key. 
Compression: compression the selected coefficients, and obtain the image 
hashing finally. 

 
Figure 1 : The framework of proposed hashing algorithm 

 
 
Performance metrics and experiment setup: to measure the performance of 
image hash, the normalized Hamming distance between the binary hashes is 
employed. The defined of normalized Hamming distance is: 

1 2 1 2
1

1( , ) | ( ) ( ) |
L

k
d h h h k h k

L =

= −∑  (7) 

where h1(k), h2(k) are different image hash sequence values; L is the length of 
image hash. The normalized Hamming distance d has the property that for 
dissimilar images, the expected of d is closed to 0.5, else the expected is 
closed to 0. 

Several benchmark images (such as Lena, Baboon, Peppers, F16, Cameraman, 
etc) are used to test the performance of the proposed scheme. Images used in 
this paper are shown in Fig.2, and the experimental results in Tab.1. 

Image Blocked ST Feature extraction Compression Image Hashing 

User key 



1.  2.  3.  4.  
5. baboon 6. cameraman 7. canal 8. elaine 

9.  10.  11.  12.  
13. frog 14. lena 15. peppers 16. sailboat 

Figure 2 : Several benchmark images 
 
Table 1 .  Normalized Hammming Distances of proposed algorithm between 

benchmark image 

 

In this work, a novel robust image hash scheme for certain application is 
proposed. The Slant transform is used for constructing robust image hashes, 
and the user-key are used as the encryption key. The image is first blocked to 
sub-images, then after the Slant transform of every block image, feature vector 
is extracted from the transform field coefficients, finally the resulting statistics 
vector is quantized and the binary hashes sequence is obtained. Experimental 
results show that the proposed scheme is robust against common image 
processing such as JPEG compression, mid-filtering, and rotation. Therefore, 
the scheme proposed in this paper is suitable for image authentication, 
content-based image retrieval and digital watermarking. 
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